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Overview 

This document is provided alongside a script which allow users and IT administrators to query the   

Secure Boot certificates contained within their device(s), to identify where systems require an update. 

The script will also assist with identifying device models and will provide an output in the console for 

quick visual confirmation and will also append the results to a .CSV file in the directory the script is  

run from 

 

Steps 

1. Extract the all the files from the zip archive to the same directory. 

 

2. Run ‘Launch Script.cmd’ with Administrator privileges. 
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3. Observe the output on screen. 

Example: 
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4. Check the ‘UEFI_Certificate_Check.csv’ log file. 

 

 

 

Identifying certificates 

The information provided in the console and logfile, will show which certificates are currently active 

and which exist (default) in the respective KEK and DB certificate stores. 
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Identifying device model 

The information provided in the console and logfile can assist you with cross checking against the 

supported products matrix provided in our knowledge base article titled ‘Expiry of 2011 Secure Boot 

Certificates & Replacement with 2023 Certificates’. 

The below information (also contained in the log file) shows our internal identifier ‘model’ and unique 

motherboard ‘baseboard’ strings, both of which can be checked against our support matrix. 

The BIOS version is also shown. 

 

  


